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1. Introduction

E-mail is an efficient and timely communication ltesed to carry out departmental activities
and to conduct business within the Government, Withiness partners and with citizens. E-mail has
become an important component of any office autmmasystem. It expeditegxchange of
infor mation, speeds up the decision making process and reduces paperwork, resulting in increased
productivity, reduced costs abetter delivery of servicesand programmes.

1.2  An e-mail message, including all electronicadlyached documents containing information
created, collected received or transmitted in tenal course of business, sent via an e-mail system
is a record. In the Government Departments, e-majy be used to:

+ Disseminatenformation

« Share records and reports within and between warkps
« Share agendas and minutes

+ Circulate draft documents

« Coordinate meetings, appointments and work schedurd
+ Support informafformal approval processes.

1.3 The Government of India recognizes e-mail as ohthe forms of communications and,
therefore, e-mail messages, must be managed imdzewe with the approved records management
policies and procedures. These guidelines exphaw to apply effective records management
practices

+ to create, use and manage e-mail messages,
+ to identify e-mail messages as departmental recohds required,
+ to identify the e-mail messages fit for destruction

2. Objectives

These guidelines have been formulated to helpe@wrent employees manage their e-mails
properly and effectively in day-to-day businessgaleimplications and relevant instructions have
been discussed in succeeding paras. Every Depdrsheuld formulate internal instructions clearly
specifying the nature and extent of use of e-maitonduct of its business.

2.1  With the rapid expansion of e-mail technoloiggividuals conduct more and more business
electronically and transmit more records electraltyowithout the use of traditional paper documents
E-mail enables quick movement of data/informationl,aherefore, its use in Government business
requires application of records management practiggh greater thrust. With effective records
management system in place, it can also be used®xely to handle requests for information under
the Right to Information Act, 2005.

3. E-mail Use Compliance

Departments must define methods in adherence d@setlyuidelines and should develop a
compliance policy, which includes the following:

« Standard email categorization rules that emailsuserst follow.

« Compliance with filing and Retention policies.
« Certification process by all email users (trainprgcedures and verification).
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4.

« Analysis of compliance by looking for the exception

« Completing periodic Records Disposition reportsifyarg the application of
department Records Retention Schedules as a prpedssmed in the regular
course of business.

Definitions

Departments use e-mail as a communication totdaimsmit records in the normal course of

business. The key issue with e-mail is that & isansmission medium and not a record in and of

itself.

The following definitions will help usemetermine what components make up the e-mail

system:

5.

5.1

i. Non-r ecor ds, not related to the department's business, maileleted once the records
is no longer of use and may include personal, amcements or unsolicited advertising.

ii. Electronic mail (e-mail) messages are communications created, sent or received on an
electronic mail system and include any attachmeémitssmitted with the message and the
associated transmission and receipt data. E-madlsages include those sent or received
internally or externally.

iii. Electronic mail (e-mail) system is a computer application used to create and vecei
electronic messages, and to transmit electronicages and any other electronic documents
in the form of attachments between individual userd/or groups of users.

iv. Attachments are those documents appended to and transmittedawie-mail message
such as word processing documents, spreadsheetsl gles, image files, hot links, etc. They
form an integral part of an e-mail message, antl b message and the attachments form an
e-mail record.

V. Transmission and receipt data include such things as originator, recipients, bmg,
subject, date and time. These data are an intpgralof an e-mail message and form part of
the e-mail record.

Vi. Records are recorded information, in any form, includingtal in computer systems;
paper or electronic documents such as correspoadememoranda, plans, maps, and
drawings; sound recordings; e-mail messages; eld@ctimages; and any other documentary
materials created or received by an organizatiopesson in the conduct of official business.
( 1SO Definition ). The Public Records as defined in the Public Records Act, 1993,
includesthe following:

* any document, manuscript and file:

« any microfilm, micro fiche and facsimile copy of a document:

e any reproduction of image or images embodied in such microfilm (whether
enlarge or not): and

« any other material produced by a computer or by any other device, of any records
creating agency.

Roles and Responsibilities

Owner ship of E-Mail



E-mail messages created in the conduct of Govearhimesiness are official records and are
the property of the Government of India. They atained as evidence of business activities and to
meet legislative, and government/departmental legsimequirements. All e-mail messages created or
received by employees using the Government of ledmail systems may be accessed as part of a
legal discovery process or Right to Informationuesf. As such, each employee must manage e-mail
messages by ensuring that e-mail records are fid¢gined and are accessible.

Each employee using e-mail has a responsibilitglfe control and management of the e-mail
content. At the same time, specialist groups lmasponsibility and accountability for developinglan
implementing policies, standards and practices,maadaging the enabling e-mail technologies. These
responsibilities are assigned as follows:

() Individual Employees

Individual employees are responsible for creatiging, communicating and sharing e-mail
messages in accordance with their respective Dapatal instructions. They are also responsible for
ensuring that e-mail records are kept as evidehdmisiness activities and that these e-mail records
are available to meet legislative and departmdniainess and accountability requiremeriEsmails
can be a major source of viruses and, therefore, utmost care should be taken while accessing
them and in case of doubt, NIC/IT Manager s should be approached.

(1)  Supervisory Authorities

They are responsible for ensuring that

. all employees under their supervision with accedbé departmental e-mail system read and
comply with these guidelines;
. e-mail records of departing individuals (eithemfrohe Department or their operational area)

are retained, filed and accessible to meet legislabnd departmental business and
accountability requirements.

(111 NIC/IT Managers

NIC/IT Managers/System and Network Administratare responsible for providing a means
to transmit and store e-mail messages. They aper@dponsible for ensuring that the e-mail messages
are preserved and protected from destruction outhoazed accessl'hey should also keep the
user s awar e of the virusthreats and ways to avoid the damage.

(V) IT Manager Departmental Recor ds Officer

They are responsible for:

. providing advice and guidance on the identificatibling, retention and disposal of e-malil
records;

. ensuring staff are informed about the e-mail procest

. working in collaboration with NIC and Departmenifalgroups to develop and publish internal

instructions for use of e-mail on the appropriateanet/websites.

6. Creation and Use of E-Maiil

E-mail is handled by a variety of software progsasuch as Microsoft Outlook and Lotus
Notes. The message originator creates a messkgénfithe e-mail software editor. When
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complete, the message is posted to a message draggptem that assumes the responsibility for
delivering that message to its recipient(s) ‘mailbo

To receive and read the message, the recipiestawoftware program that retrieves incoming
messages, allowing the messages to be filed, Jifbeebarded or replied to. The e-mail itself may
consist of simply a message or may carry withtacktments containing files created in a variety of
software applications, for example word-processsrlithents or spreadsheets.

6.2 Legal Issues

E-mail messages may contain evidence of businessidns, actions, and transactions. Rules
of disclosure are the same as for paper recordsraach that departments may be obliged to provide
access to e-mail messages in the event of a lég@lité or as part of RTI request. This can include
messages on hard copy, on hard drives or on neswlarker ms of the Public Records Act, 1993,
the e-mail messages ar erecords and are to be managed accor dingly.

The Information Technology Act, 2000 grants legahctity to the electronic records and
provides statutory support to the records managemeglectronic environment. It permits retention
of records in electronic form with certain conditso primarily to ensure their accessibility and
authenticity. While using e-mails for conduct ofvgonment business, the provisions of the Act must
be adhered to.

The Right to Information Act, 2005 also providésitall records that are appropriate to be
computerized are, within a reasonable time andestltp availability of resources, computerized and
connected through a network all over the countrgiffierent systems so that access to such recsrds i
facilitated. Thus, the electronic records managensemow a statutory obligation.

Para 50 (5) (17) of the Central Secretariat Mant&ffice Procedure (CSMOP) provides that
the e-mail can be used widely for subjects whegaller financial implications are not involved. The
Policy Guidelines for Website Development, Hostimgmd Maintenance formulated by the
Government of India provide that all the feedbamseived through the Department’s Website should
be treated as ‘Receipt’ as defined in the CSMOPshndild be processed accordingly.

All these provisions must be supplemented withDbpartmental instructions for effective use
of e-mail.

6.2.2 Privacy and Security

Not all the Government of India e-mail systemsehagcurity features such as encryption. E-
mail should be used with the assumption that messagay be read by someone other than the
intended recipient and users should not assumewe &n expectation of privacy or security of their
e-mail.

Privacy and confidentiality issues should be adesd when choosing e-mail as a means of
communication and the employee using e-mail for momication should follow the Departmental
Security Instructions issued by the Ministry of Ho@ffairs.

Employees are responsible for the e-mail messsg@sout under their name. To help ensure
the integrity and authenticity of the e-mail messagmployees should not
. leave their computer unsecured
. share their password(s) with others.

6.3 Composing e-mails.



While creating e-mail messages, the following glimgs may be adhered to

i. When responding to an e-mail message, the builepty link may be used. An address
directory may also be maintained on-line for fratgfuexchange of e-mails.

ii. The existing guidelines for drafting communicaticsi®uld be adhered to in case of e-
mails also.

iii. Whenever possible, relevant link should be inditate the e-mail text itself instead of
attaching large documents.

iv. Subject of the message text should be reflectibefssues dealt with.

7. Managing E-mails

E-mail records are messages created, sent oveelcen an e-mail system that are required by
Government of India departments to control, suppmrdocument the delivery of programs, to carry
out operations, to make decisions, or to accouradavities.

7.1  Determining which e-mail messages ar e recor ds

The following are broad parameters to identifyickhe-mail messages are considered
Government of India records:

. Messages detailing the position or business ofd@partment;

. Messages initiating, authorizing or completing &ibass transaction;

. Messages received from external sources that famnop a departmental record;
. Copies containing more or less information thanatheginal record;

. Original messages of policies, procedures, guidsland standards.

Where the records do not exist elsewhere:

. Messages related to work schedules and assignments;
. Agenda and minutes of meetings;

. Briefing notes;

. Final reports and recommendations.

711 Areemail draftsconsidered records?

The decision to retain e-mail drafts dependshencontent of the draft and its function.
Drafts showing the approval processes are considezeords under the Government of India’s
records management policy. Therefore, they musetsned and filed by the originator along with
any other records that support the approval process

Do not file drafts where

. Copies are used for information or reference purpamly

. Additional information has been incorporated intbsequent versions

. Rough or working drafts are not required to docuntlea steps in the evolution of a document
. They are received from outside the department aadused simply for information and/or

reference purposes

7.1.2 Aree-mail copiesconsidered records?

E-mail messages sent internally through departrhehstribution lists, such as staff notices, are
considered duplicate copies. They should be dkletee they have been read. heToriginator
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should ensure that the original messages are eapt@md retained as departmental records. This
would also apply to copies of e-mail messages isgatnally between work groups/units, solely for
reference or information.

Responding to the e-mail adds information and, effoee, creates a new original record. As the
originator one must determine if this new messagedepartmental record and needs to be retained.

7.1.3 Which e-mail messages should not be retained?

E-mail that is required only for a limited time émsure the completion of a routine action or the
preparation of a subsequent record should not taénezl. These e-mail records are not required to
control, support or document the delivery of progmaes and services, to carry out operations, to
make decisions or to account for activities ofdepartment and may include:

Messages that are copies of records used onlydiavenience of reference and not as the
official record
Messages in a form used for casual communication

. Informal messages or rough drafts that are notireduas evidence in the development of a
document

. Messages that are duplicate copies

. Miscellaneous notices of employee meetings, hosidaic.

. Messages received as part of a distribution listeoeived from listservs and other Internet

sources, solely for convenience of reference.

E-mail messages such as those listed above magibied once they are no longer of use.

7.2  Responsibility for retaining e-mail records

The originator of the e-mail should ensure that the official dépantal e-mail record is
retained and filed. This also applies to tleeipient also of an e-mail message, for example, sent from
an external source, where that record does not esiswhere in the Department and forms part of the
departmental record.

In the instance where the originator has created-mail message for response from one or
several recipients, it must be ensured that thgirai text and all responses that form the commete
mail record are retained. Retention of e-mail mgssalepends upon their subject and the files y the
are processedl he Records Retention Schedule should be applied depending on the subject of
the file and not the medium. Irrespective of the medium in which the e-maile being processed,
the following details must be maintained alongwitl e-mails:

i. Author’s full name, designation, name of the orgation, telephone number and e-mail
address.

il. Recipient’s full name, designation, name of theaaigation, telephone number and e-mail
address.

iii. Date and time of despatch and receipt

iv. Subject or title of the mail

V. Additional references, links and attachments

Vi. Security Grading, if any.

7.3  Filing E-mails




It is not necessary to keep more than one formaino#-mail record. However, the version kept will

depend on the departmental policy. For exampiia-copy of the e-mail message has been printed
and filed or copied in some other system with tbguisite details, the original messages may be
deleted. Subject to the Departmental internal urcsions, the e-mail user has the following three
options:

* Retain the e-mail in the e-mail system
» Copy the mails with the requisite details and detbe original version.
» Print the mails alongwith the requisite details éiled The electronic version may be deleted.

7.3.1 Retaining e-mailselectronically

Electronic messages, pertaining to the conductaMfe@ment of India business, must remain intact in
terms of their content, context and structure:

. Structure: e-mails retain their layout and format togethethviinks to attachments and related
documents

. Content: what information is contained in the message

. Context: documents who was the sender and recipient, hésfdemation and time and date

of the transmittal.

E-mail records retained in electronic format skoude filed in accordance with the
departmental record management practices and Eentimbering system applied to the paper
records. This will maintain a link between messaged attachments, and any related paper records
created and stored in the section or the departreeatd office. Where an e-mail addresses a number
of subjects, it can be added to other applicabldefs for cross referencing and to meet retention
requirements.

7.3.2 Options For Retaining E-mails Electronically

How and where e-mail messages are stored will itejp® the technology architecture and
resources available in the department. These esmmail/ be kept:

. In MS Outlook/Exchange

. In Lotus Notes

. In Personal Directories and Files

. In workgroup shared directories or folders

. In an electronic document management system

Or, otherwise, may print to paper and filed appiaipty.

It is important to consider who requires accesshe e-mail records when deciding
where they should be stored. E-mails stored osgoe folders on MS Outlook or in Lotus Notes
will be difficult to retrieve by other individualsho may require access to them.

7321 Microsoft (MS) Outlook/Exchange

MS Outlook/Exchange allows users to create folded sub-folders to organize and manage e-mail
messages in their original format. This includesttiansmission and receipt data and any attachments

Users can create these folders directly in theddutimailbox and/or use public and personal storage

folders. Public. Personal storage folders allowrsige store e-mail messages on a Local Area
Network (LAN) server or on a local hard drive, thire not affecting the size limit of the mailbox.
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Users should set up folders in Outlook/Exchangemiicg to the file numbering system. This will
organize e-mail messages in folders with othertedlaecords. Storing e-mails in the appropriate
electronic folder maintains a link between e-magssages and any other related records. Where
required, public storage folders allow users taehacords with defined work groups or committees
as required.

For assistance with the various options availatmestoring e-mail messages in MS Outlook, NIC and
IT Managers. For advice on establishing a file nary system for e-mail messages, local O&M
unit may be consulted.

7.3.2.2 Lotus Notes E-mail

Folders in Lotus Notes can be set up to corresfonthe current paper file numbering systems.
Applying the file numbering system to e-mail folggrrovides a method for managing email retention
and deletion in accordance with approved RM pdicaad procedures. As in Microsoft Outlook,

folders may be created by topics based on the tepatal file numbering system, with sub-folders

labeled with disposition dates underneath. Altevedt, folders may be created with disposition date

with sub-folders labeled with topics underneath.

When sending emails through Lotus Notes, the “SamlFile” option should be used so that e-mails
can be captured in the appropriate folder in acwed with the file numbering system.

7.3.2.3 Personal Directoriesand Files

Users can file and store e-mail messages in pdrsongputer and directory workspaces. For easier
identification and retrieval, organize e-mail megsa using the file numbering structure used for
paper and other electronic records. If e-mailskag on local hard drives they are not accessible t

other persons who may require access to them.dditien, the local hard drive is not automatically

backed up. Users are responsible to ensure amatgelopack up.

7.3.2.4 Workgroup Shared Directoriesand Files

If no Electronic Records or Document Managemente3gygERDMS) is available to users, the most
effective way to manage e-mail messages is in releict workspaces through the use of shared
directories and files on the network. Users shadgldblish these electronic workspaces based on the
departmental file numbering structure. This willimtain a link between messages and attachments,
and any other related records in the department

7.3.2.5. Retaining Hard Copy Files

If no other option is available and to ensure #tenmtion and filing of e-mail records in an apprag
departmental file numbering system, users may pratfile e-mail records. Each department should
determine if the accompanying metadata needs tethened when emails are printed. Users should
consult NIC or the information technology suppcgtgonnel to ensure that all metadata (the detailed
information, in addition to name, date, time andag@maddress, attached to each email) are printed
with the messages. Lotus Notes does not have #psahility, so third-party software would be
required.

The loss of transmission and receipt data (metadata concern for the evidential value of printed
copies of e-mail messages.



7.3.2.6 Electronic Records and Document M anagement System (ERDM S)

The ERDMS provides greater control for the managemédentification and retention of
departmental records, documents and e-mail messagésllows for the life-cycle management of
records in electronic format. It also facilitates sharing of records with a broader audience.

7.3.3 Managing Attachments

Records and documents transmitted as attachmentimtols are subject to records retention
requirements. It is possible to remove the attactirfrem the email, but if it is a primary document,
certain restrictions must be respected. Attachmengsnail may be detached as long as:

. A note is placed in the email communication deatgilihe new location of the attachment;

. The attachment is stored on backed up media;

Attachments detached from the original email comication become separate records and must be
retained according to the department Records ReteB8chedule. After detachment takes place, the
email communication may be viewed as a separatedemnd classified appropriately.

8. Accessing E-Mail

8.1 Accessto E-mail by Administrators

The internal Departmental instruction should clearly specify the administrative set up for
managing the e-mail system and the level of sharing of information between the users and the
administrator. For example, if users are not available or are away from thecefind managers or
co-workers require access to department relate@ig-atcess may be provided as required through
the E-mail Administrators. To avoid these situasioe-mails of departmental nature must be saved
in the appropriate folders on the shared driveatmess by others.

8.2 Remote Accessto E-mails
Employees may detach records from Outlook/Lotuseklod perform work remotely; however, when

the work is completed, the records detached musthened or emailed back to Outlook/Lotus
Notes before sign off. All documents must be regdinn department equipment.

. Do not save any records accessed through remotié@mamhome or remote PC.
. Always log out or sign off after remote usage.
. Departments should make all remote users awaigeofrisk of discovery by using the e-mail

system remotely.

Employees using email remotely should be registevgd their department. Registration policies
should be developed by each department for thisgser.

8.3 Provide Accessto Business-Related E-mail During Absences

MS Outlook and Lotus Notes have various optionscWitan be applied to give others access to e-
mail records on an ongoing or temporary basis. &logsions include:

. Storing e-mail records in shared public folders

. Providing access rights to others to specific nwailfolders

. Automatically forwarding e-mail to another indivigu

. Requesting an E-mail Administrator to give anotheividual full access to your e-mail
account.



For assistance with these various options in M$loOk/Lotus Notes, contact NIC or the
departmental IT coordinator. Users should be eragmd to use other filing options outside of MS
Outlook and Lotus Notes, as identified in sectiagi2 Options for Retaining E-mails Electronically,
to allow others access to e-mail records accorttirigeir business needs.

0. Managing E-mails When Employees L eave the Gover nment

9.1 Filing E-mail When Leaving the Organization

Prior to leaving the Department or transferringatwther organizational area, users should ensure
that all the official e-mails are properly filedchare accessible to their senior. The e-mails inéarf
retention should be deleted in accordance witlDidygartmental instructions.

10. Retention and Disposition of E-mail messages

As with any departmental record, e-mail records raye various retention periods depending on
their content. It is not possible to apply one ralalelete all e-mail messages after a definedgeri
of time. Normally, e-mails are processed eithethia e-file or in the paper file and, in such cases,
therefore, their retention period will depend upbe nature and subject of the file and the retentio
schedule needs not be applied to the e-mails idaialiy.

E-mail records may only be disposed of in conjuntivith approved retention schedules. Retention
schedules currently used for departmental paperebascords can be applied to e-mail records
maintained in electronic format.

10.1 Deleting E-mail Messages

It is the responsibility of the originator or rpignt of the e-mail messages to determine which
e-mails are records and must be retained and wiasohbe deleted. The e-mails may be deleted, if
Departmental instruction permits, immediately attegy have been printed and filed or copied in
other system with its attachments and other reiguigtails. Users should perform regular clean-ups
of the e-mail "in-box" and "sent items" folder hiinfg e-mail records and by deleting the others.
Regular clean-ups will prevent receipt of "mailldod" messages, and will allow users to find and
share records faster.

MS Outlook allows users to easily delete e-maiksages by highlighting the message and
clicking on the delete button. If an e-malil is deteaccidentally, it can be restored from the teele
items folder by highlighting the item and draggihtp the appropriate folder.

Deleted messages remain in the deleted itemsrfaldess they are deleted directly from this
folder or until the user exits MS Outlook, at whiitme they are automatically deleted. They will not
be automatically deleted if the "Empty the ‘Deletkdms' folder upon exiting" option under
Tools/Options is not selected.

E-mail messages may still be stored on departrhélgaservers or back-up tapes even after
they are deleted from the desktop. Back-ups arfoppeed on the e-mail system on a regular basis.
Also, other recipients or senders may keep eleictrmnpaper copies of the e-mail messages, and/or
may have forwarded them to otheldsers should not assume that because they have deleted the e-
mails from computer files they no longer exist.
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11. E-Mail System Management and Back-up

11.1 E-Mail System Logs

Individuals monitor their own e-mail for retentigrurposes, but “systems” also have records that
need to be managed according to the Records RateSthedules. The best practice managing
system logs must be applied and a records seriezilesystem logs) included in the Records
Retention Schedule.

11.2 E-mail Archiving

Archived e-mail in Outlook/Lotus Notes is no diféat than any other e-mail and is subject to
Records Retention and Disposition Schedules. E-amalliving is simply moving inactive email out
of the active database to another database orrderfree up mail server storage space. Departments
should develop policies and procedures to supporaiarchiving which ensure:

. That the original folder structure is maintained.

. Compliance with the Records Retention Schedules.

11.3 Back-up Business Recovery Tape Management.

E-mail copied into back up tapes is managed bystlstems administrators but is not considered a
primary copy. The data on these tapes must be mdnbgsed on documented and established
retention policies by each department. Backup téipéise statutory requirement of the definition of
a record. However, backup tapes for business regas@nnot be used for records management
purposes, since there are no business rules applidtem. (i.e. Archiving or preservation). Each
department must develop their own policy, define titention period for backup tapes and add the
item and retention period to their department RésoRetention Schedule. The best practice
regarding backup/business recovery tapes is tanrétase tapes theminimum amount of time to
perform the necessary business recovery objectives,erase.
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